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PROTECTIVE FORCE PROGRAM MANUAL

1. PURPOSE. This Manual provides detailed requirements to supplement DOE O 473.2,
PROTECTIVE FORCE PROGRAM, which establishes the requirements and
responsibilities for management and operation of the Department of Energy (DOE)
Protective Force (PF) Program.

2. DEVIATIONS. Deviationsfrom this Manual must be processed through procedures
established in DOE O 470.1, SAFEGUARDS AND SECURITY PROGRAM.

3. CONTACT. Questions concerning this Manual should be directed to the Program
Manager, Protection Program Operations, OSS, at (301) 903-5693. Questions concerning
Chapter VIII, “Executive Protection Program,” should be directed to the Executive
Protection Program Manager, DOE Headquarters, at (202) 586-2134.

4, IMPLEMENTATION. The requirements of this Manual must be implemented as soon as
possible, consistent with collective bargaining and similar agreements and contractual
requirements. Implementation plans for any requirements that cannot be implemented
within 6 months of the effective date of this Order or within existing resources must be
developed by heads of Field Elements and submitted to the respective Lead Program
Secretaria Office/Administrators, NNSA. Copies of these plans must be forwarded to
the Office of Security and Emergency Operations, through the OSS.

BY ORDER OF THE SECRETARY OF ENERGY:

SENT 0P
§' Lok ’Q
%Sbrrgsda}

T.J. GLAUTHIER
Deputy Secretary
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CHAPTERI

PROTECTIVE FORCESMANAGEMENT

1 PLANS, POST AND GENERAL ORDERS, AND PROCEDURES.

a

Devedopment. Written plans, post orders (POs), general orders (GOs), and
procedures covering protective force (PF) routine, emergency, and administrative
duties; tactical deployment; and other operationd requirements must be devel oped.
Plans, POs, GOs, and procedures must be clear, concise, and current.

@ Pans. Required protection strategies,; tactica response options, actions, and
times; and other applicable response requirements must be addressed in
response plans. Required PF plans indude the following, as a minimum:

@ Security incident response plans, covering response requirements to
security incidents; adversary intruson of afacility/dte; and defense
agang adversary use of wegpons, explosives, and chemica/biologica
weapons (CBW), as described in the Design Basis Threat for DOE
Programs and Facilities (U) [short title: Design Basis Threat
(DBT)]. Security incident response plans must provide specific
response direction and required actions to PF personnd for applicable
containment, denial, recapture, recovery, and pursuit strategy
requirements and to support interruption/neutralization operations
before completion of adversary task times.

(b) Facility evacuation response plans, covering protection of security
interests, employees, the public, and the environment during nuclear
release incidents, adversary use of CBW, radiologica/
toxicologicd/industrid sabotage, and other site emergencies.

(© Security contingency response plans, covering such areas as PF work
stoppages and recall measures and required response actions of locdl,
State, and Federd law enforcement agencies.

(d) Target folders, containing interagency compatible site descriptions and
reponse planning documentation aong with facility-gpecific information
[i.e., engineering descriptions of buildings, entry/exit locations, response
and observation positions, types and quantities of specia nuclear
materid (SNIM) or other attractive targets and their locations, critica
paths, etc.] to assst the PF and outside law enforcement agenciesin
conducting interagency compatible tactical operations. Target folders
must be devel oped by sites possessing Category /11 quantities of SNM
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and/or significant radiologica sabotage concern(s) using the format
approved by the Director, Office of Safeguards and Security (0SS).

2 POs and GOs PF responsihilities, assgnments, and requirements involving the
protection of safeguards and security (S& S) interests must be addressed in
GOs and POs.

@ POs must contain specific guidance for the operationa requirements at
adesignated PF post. POs must be developed and in place for
temporary posts for the duration of the time period the post is manned.

(b) GOs mugt contain guidance for PF personne in the conduct of Site- and
facilitywide duties [e.g., vistor and access control, search requirements,
escort procedures, communications, nonsecurity contingency response
requirements (i.e., natura disasters, work stoppages), etc.].

3 Procedures. Adminigtrative, training, and other nonresponse-related
operationa requirements must be addressed in procedures.

Avalaility. Plans, POs, GOs, and procedures must be readily available to the PF for
reference and guidance purposes. Individua POs for designated fixed and mobile
(vehicle) posts must be located at these posts. GOs and administrative procedures
must be available in acentra location for easy reference, except in the case of posts
located in remote areas, which, a aminimum, must have GOs located at the post.
Response plans must be located at central darm gations (CASs), secondary alarm
gations (SASs), and other tactica command locations to alow for ready reference by
PF personnd tasked with coordinating response actions.

Review. Plans, POs, GOS, and procedures must be reviewed for currency any time
response requirements, duties, or administrative requirements are changed, but a
minimum of at least annualy. The annua or specid review for adequacy and currency
must be documented to show the name of the reviewer and the dete the review is
completed. Any revisions or changes made to plans, POs, GOs, or procedures as a
result of the review must be highlighted or marked in such a manner asto ensure PF
personne are aware of those revisions and changes.

Non-DOE Law Enforcement Agency Support. Plans requiring participation by locd,
State, and Federal law enforcement agencies (LEAS) in support of the Site must be
documented and coordinated by the loca cognizant DOE authority for S&S. Where a
Site Safeguards and Security Plan (SSSP) documents required LEA response support,
amemorandum of understanding/ agreement (MOU/MOA) documenting the
anticipated level and priority of support from each such agency must be completed,
reviewed, and updated on an annua basis.
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2. QUALIFICATION REQUIREMENTS.

a Access Authorization

@

@)
3

PF personnel must possess access authorizations for the highest level of
classified matter to which they have or potentialy have access. Access
authorizations must be accomplished in accordance with DOE O 472.1B,
PERSONNEL SECURITY ACTIVITIES, and DOE M 472.1-1,
PERSONNEL SECURITY PROGRAM MANUAL.

Security Police Officers (SPOs) must possess L or Q access authorizations.

Federd Officers (FOs), Specia Agents (SAs), and SPOs who have access to
nuclear weapons, nuclear test devices, or complete nuclear assemblies,
Category | SNM and/or Category |1 quantities of SNM that may be credibly
rolled up to a Category | quantity must possess Q access authorizations.

b. Medicd, Physca Fitness, Firearms, and Training Standards.

@

)

3

(4)

Security Officers (SOs). SOs must meset the training, qudification, and medicd
standards of 10 Code of Federal Regulations (CFR) 1046, Physicd Protection
of Security Interests.

SPOs. SPOs, as gpplicable, must meet the medica, physcd fitness, firearms,
and training and qudification sandardsin 10 CFR 1046. Prior to initid
assgnment to independent duties, SPO candidates must be formally eva uated
and certified in accordance with procedures based on Site-specific requirements
gopproved by the cognizant loca DOE (including the Nationa Nuclear Security
Adminigtration) authority for S& S, as gpplicable.

FOs/SAs. FOgSAs musgt complete aforma training and quaification program
prior to assgnment to duties. The training program must be based on assigned
functions. Firearms, physicd fitness, and medica qualifications must meet DOE
and/or Office of Personnel Management requirements for the pogition
assgnment.

Maintaining Physica Fitness Stlandards. PF personnd must maintain physical
fitness sandards. An FO/SA or SPO may be required to meet physica fithess
qudification standards during a Headquarters or Field Element survey, review,
audit, or other stuation directed by the head of the DOE Element. Failureto
meset the physicd fitness sandard will be treeted asif the individud failed the
firg attempt during routine annua qudification. The requirements outlined in 10
CFR 1046 must be followed in the event of afailure.
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Spedid Skills Qudifications. Site-gpecific conditions may judtify requirements for PF
personnd to possess qudification for specid skills [e.g., security helicopter operations,
ascending and descending techniques, mechanica and explosive tactica entry
techniques, CBW countermeasures, hostage negotiation, precision rifleman/forward
observer team (PRFOT), communications or darm station monitoring, etc.]
Responsible managers must ensure that personnel assigned to these duties are trained,
formally evaluated, and certified, if required, by an appropriate accrediting authority
before performing those duties. Certifications required by specific job functions[eg., a
Federd Aviation Adminidration (FAA) licensefor pilots] must be kept current. The
employing organization for each individua must maintain arecord of qudification and/or
certification.

Firearms.

@ No person will be authorized to carry afirearm as a PF officer until the head of
the DOE Element is assured that the individud is qudified in accordance with
the firearms qualification sandards established in DOE M 473.2-1,
FHREARMS QUALIFICATION COURSES. When DOE firearms
qudification courses do not exist or do not address site-specific deployment of
issued firearms, Ste-gpecific supplementa qudification courses must be
developed. These supplementa qualification courses must be approved by the
cognizant local DOE authority for S& S, as gpplicable, and submitted to the
Director, OSS, for review and approval.

2 Asaminimum, each FO/SA and SPO must meet the gpplicable firearms
qudification gandards every 6 months. Requdlification must occur in the Sixth
month from the previous qudification. The requdification may be accomplished
a any time during the requdification month. If an FO/SA or SPO does not
requdify prior to or during the requaification month, the individud’ s authority to
carry firearms and make arrests must be suspended until such time as
requdification is completed. If requdification occurs prior to the requaification
month, the next requdification must become due 6 months from the new month.

(3) PFpersonnd mugt maintain firearms proficiency on acontinuing bess. An
FOISA or SPO may be required to demonstrate the ability to meet qualification
standards during a Headquarters or Field Element survey, review, audit, or
other stuation directed by the head of a DOE Element. Failure to meet the
performance standard will be tregted as if theindividud falled the firgt attempt
during routine semiannua qualification. Proceduresin paragraph (4)(d) below
must be followed in the event of afalure.
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Each FO/SA and SPO must qualify with each firearm reasonably expected to
be usad in hisher duty assgnment on the qudification course indicated in DOE
M 473.2-1 and any applicable approved site-specific supplemental qudification
course.

@ Qudifications must be accomplished with the same type of fireearm
(modd and associated features|[i.e., caliber, sight system, stock/grip,
ding, barrd length, etc.]) and anmunition (i.e,, equivaent in trgectory
and recoil) as used while on duty.

(b) Prior to any range activity, each FO/SA and SPO must be given a
presentation on the basic principles of firearms safety. However, a
firearms safety presentation is not required for each qudification course
using the same firearm, after the initid safety presentation for that
firearm.

(© FOs/SAs and SPOs must be dlowed up to two initid attemptsto
quaify semiannudly. A Range Magter or other person in charge of the
range will declare to personnd on thefiring ling, “Thisis aqudifying
run.” Once this Satement is made, any firearms activity will congtitute a
qudification attempt. The FO/SA or SPO must qudify during one of
these attempts.

(d) Failure to qualify as set out in paragraph (4)(c) above will result in
suspension of authority to carry firearms and make arrests. An FO or
SPO then will enter a sandardized, remedid firearms training program
developed by the S& S Centra Training Academy and approved by the
Director, OSS. The SA then will enter a standardized, remedial
firearms training program developed by the Transportation Safeguards
Divison (TSD) Training Academy and approved by the Director, TSD.
The remedid firearms training program will include basic fireerm
manipulaion sKills, fireerms safety, and necessary individua training to
afford areasonable opportunity to meet the firearms qudification
standards.

1 Any FO/SA or SPO who, upon completion of the remedia
training, failsto qualify after the two subsequent, additiona
attempts, will lose FO/SA or SPO gtatus and the authority to
carry firearms and make arrests. Thetota of initia
requdification and remedia requdification attemptsis up to, but
not more than, four attempts.
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2 Any person who requires remedid training on three consecutive
semiannua qudification periods, with the same fireearm on the
same qudlification course, will lose FO/SA or SPO datus.
3 Loss of FO/SA or SPO datus for ether failure to meet

quadification standards or excessive remedid requirements will
result in the individua’ s remova from the FO/SA or SPO
position. Site-gpecific procedures must be devel oped and
approved by the cognizant loca DOE authority for S& S, as
applicable; or the Director, OSS, for Headquarters, to dlow a
single additiond quadlification attempt within 1 year of remova
from gatusif the former FO or SPO presents evidence of
outsde training that indicates enhanced sKkill level. Site-specific
procedures must be developed and approved by the Director,
TSD, to dlow asingle additiona qudlification attempt within 1
year of removd from gtatusif the former SA presents evidence
of outsde training that indicates enhanced kill level. Upon
qudification in thisfind attempt, reingtatement may be effected
where ste-gpecific employment conditions, podtion availahility,
and procedures permit. Any subsequent gpplication for rehire
will require training as provided to any other initid goplicant for
an FO/SA or SPO position.

(e The PF Range Magter will designate in writing the firearms ingtructor(s)
authorized to certify the vdidity of the scores achieved during
qudification atempts.

Responsible managers mugt require that PF organizations not firing individualy
issued firearms during qudification have written procedures authorizing the
gpecific modd and associated festures of dl firearms used during qualification.
These procedures must be approved by the cognizant loca DOE authority for
& S, as applicable.

Ammunition listed in the DOE Standardized Ammunition Contract Guide must
be used for training, duty, and qudification. Any ammunition not in the Guide
must be approved by OSS prior to use.

Authority to Carry Firearms.

@

The employing organization must maintain written documentation indicating
each individud who is authorized to carry firearms and make arrests without
warrant while engaged in the performance of officia duties. Managers must
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ensure armed individuals understand that deadly force means that force which a
reasonable person would consider likely to cause death or serious bodily harm
and that its use may be judtified only under conditions of extreme necessity,
when al lesser means have falled or cannot reasonably be employed.

Firearmsingtructors not currently assigned FO/SA or SPO duties may carry
firearms in the performance of their ingructiond duties, if authorized by the
cognizant local DOE authority for S& S, as gpplicable. These ingdtructors must
pass the firearms qudification courses for assgned firearms and the firearms
that are the subject of ingtruction.

3. CREDENTIALS AND SHIELDS. Credentids and shidds are issued to qudified DOE

employees, FOg/SAs, and contractor PF personnd to provide for officia identification and to
indicate that the bearer has the authority to perform assigned officid duties. Credentids and
shidds must be used only during the performance of officid duties. The design of dl S&S
credentials and shields must be approved by OSS and, where applicable, the cognizant local
DOE authority for S&S. DOE and contractor employees must provide support and assistance
to DOE-credentided personnd in the performance of their officia duties.

a Types of Credentids and Shidds.

@

@)

3

Basic Security Credentid. This credentid isissued to those DOE and
contractor employees whaose officid duties include conducting security
interviews, investigations, inquiries, ingpections, and/or surveys and is used as
an officid form of identification.

FO Credentid with Shield. This credentid isissued to DOE employees who
require firearmg/arrest authority (i.e., pursuant to section 161k of the Atomic
Energy Act or section 661 of the DOE Organization Act) as an officid function
or duty. The shieddisameta, police-type badge that isissued for ready
identification when conducting a Federd |law enforcement function (e.g., making
an arrest or conducting an investigation). Each shidd must bear a serid number
imprinted on itsface. The credentia must bear the shield number.

TSD Credentid with Shield. This credentid isissued to Albuquerque
Operations Office, TSD nuclear materids courier specid agents (SAs) who
require firearmg/arrest authority (i.e., pursuant to section 161k of the Atomic
Energy Act) as an officid function or duty. The shidd isametd, police-type
badge that isissued for ready identification when operating in an officid
capecity (i.e, TSD SA function). Each shidd must bear a serid number
imprinted on itsface. The credential must bear the shield number.
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Strategic Petroleum Reserve (SPR) SPO Credential with Shield. This
credentid isissued to SPOswho require Federal firearmg/arrest authority (i.e.,
pursuant to section 661 of the DOE Organization Act for protection of the
SPR) as aprimary function or duty. Where metd shidds are issued by the
employing organization, the shields must be numbered. Organizations with PFs
wearing fied-type uniforms my utilize cloth/embroidered-type shields on these
uniforms. Shield design must be approved by the project manager, SPR
Project Office, and the Director, OSS.

SPO Credentia with Shield. This credentid isissued to DOE contractor SPOs
who require Federd firearms/arrest authority, pursuant to section 161k of the
Atomic Energy Act, asaprimary function or duty. Where meta shidds are
issued by the employing organization, the shields must be numbered.
Organizations with PFs wearing fidd-type uniforms my utilize
cloth/embroidered-type shields on these uniforms. Shield design must be
gpproved by the cognizant local DOE authority for S& S, and the Director,
OSss.

Technical Security Countermeasures (TSCM) Specidist Credential. This
credentid isissued to DOE contractor TSCM specidists who are certified by
the Director, OSS, as qudified TSCM specidists and is used as a officid form
of identification when performing TSCM sarvices. Each credentid must bear a
serid number, photo of the credentided individua, and an expiration date.

Issuance of Credentials and Shields. Prior to issuing a credentia or credentid with

shid to an individud, the individud’ s fulfillment of any training and qudification
requirements for the position or duties must be verified. Credentias and shields for
individuals who fall to maintain rdevant training and qudification requirements must be
revoked and retrieved.

Credential and Shield Issuance Authority.

@

)
3

The issuing authorities for the Basic Security Credentia, the FO Credentid with
Shield, and the SPO Credentia with Shield, are the Director, OSS; the
Director, Headquarters Operations Division; and the S& S Directors of DOE
Feld Elements, for their repective organizations.

The issuing authority for the TSD Credentid with Shield is the Director, TSD.

The issuing authority for the SPR SPO Credentia with Shield isthe local DOE
Director of S&S.
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4 The issuing authority for the TSCM Credentid with Shield isthe Director,
OSS.

d. Reissuing Credentids. If an employee experiences asgnificant change in facid
gppearance that could hinder positive identification or a name change, a credentid with
anew photograph must be requested by the individual, supervisor, security officid, or
PF personnd. Supervisors must report any employee exhibiting a sgnificant changein
facid appearance to the regponsible security organization for a determination of the
need for anew credentia.

e Blank Credentia Stocks and Unissued Shields.

@ OSS must procure and maintain blank Basic Security, SPO Security, and
TSCM Credentids and unissued FO shidlds. Requests for these blank
credentia stocks and unissued FO shields must be made in writing to OSS.

2 The Director, TSD, must procure and maintain an inventory of TSD blank
credentias and unissued SA shields.

3 SPR project office authorities must maintain an inventory of SPR blank
credentids.

4 PF contractors must be required to procure and maintain a sufficient supply of
unissued SPO shidlds.

f. Termination of Use. DOE credentids and shields are the property of the Government
and must be returned to the issuing office when an employee transfers, terminates, or
otherwise no longer requires the credentia or shied.

o} Recovery of Security Credentials and Shields. DOE credentidls and shields issued to
DOE and contractor employees must be recovered at the fina security checkpoint or
earlier, and theindividuas must be escorted from the Site, if circumstances or conditions
indicate such action is needed. Recovered credentials must be destroyed, unless being
held as evidence in an ongoing security investigation. Recovered shieds may be
retained and reissued.

h. Accountability of Credentids and Shidlds.

@ Records. Issuing offices must maintain records showing the disposition of
credentials and shields. Such records must include, as a minimum, description
and serid number of item issued, date of issuance, name, organization, and date
of destruction. Recordswill be maintained in accordance with the requirements
of Schedule 18 of the Generdl Records Schedule.
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2 Lost Credentias and Shields. A record of missing credentids and shields must
be maintained. Personnel and/or systems controlling access to security areas
must be provided current information regarding missing credentias or shiddsin
order to prevent their misuse. Theloss or recovery of credentids or shields
must be reported immediately to the issuing office.

Storage of Blank Security Credentials and Unissued Shields. Blank credentids and
unissued shields must be stored in a manner assuring their protection against 1oss, theft,
or unauthorized use.

4. ALLOCATION OF PERSONNEL RESOURCES.

a

L ocation, Manning, and Scheduling. The location and manning of fixed and mobile
posts must be determined using the DBT; local threat statements and vulnerability
analyses, SSSPs, and appropriate DOE directives. PF personne must be available and
positioned to respond to a verified threat occurrence to deny, contain, interdict,
interrupt, and/or neutralize threats within the required response times. When planning
for response times, the delay provided by physicd barriers after the initid detection of
the intruson must be considered. Work schedules for PF personnd must be developed
and monitored on a Site-gpecific basis to provide adequate relief, training time, balanced
overtime, and sufficient time off to ensure on-duty personnel work at peak physica and
mental effectiveness. PF work schedules must be based upon the following guiddines,
where gppropriate and congistent with existing collective bargaining agreements and
contracts:

Q) No more than 12 tota hours per work day, excluding shift change and
equipment issues activities, should be scheduled.

2 No more than 60 total hours per workweek should be scheduled.

Supervison Supervison of PF personnel must be provided to the extent required to
ensure proper and adequate performance of duties.

(N} Supervisory/Personneg Ratio. At sites where more than six PF personnd are
assigned per shift, there must be full-time supervision.

2 Other Supervison Means. Various means and devices, such as telephonic or
radio contact or contact by another supervisor who is physicaly closer to the
post, may be used as supplements to supervision or, in the case of small
facilities or remote areas, to supplant supervision as ameans of assuring that the
necessary areas are patrolled and other functions are performed.
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3 Post Inspections. Supervisors must physically ingpect or contact by telephone
or radio PF posts a minimum of once per shift to ensure post operations are
being conducted per DOE and site requirements and procedures.

5. DOE AND CONTRACTOR PERSONNEL MANAGEMENT.

a

Pre-Employment Screening. Screening must be conducted to select individuals with
potentia to meet qudifications for PF positions.

Job Analyses. Job anayses, listing the common tasks required for PF assgnments,
must be prepared and reviewed annudly for positions directly relating to protective
operations. Job analyses must be used to prepare job descriptions and as basic input
documentsto locd training requirements. Job anayses for those activities that have not
been standardized and issued by the S& S CTA must be prepared to address Site-
specific requirements.

Personnel Security Assurance Program. Managers of DOE Elements must identify
positions that meet requirements of the Personnel Security Assurance Program in
accordance with 10 CFR 710, Subpart B, Criteria and Procedures for Establishment of
the Personnel Security Assurance Program and Determinations of an Individud’s
Eligibility for Access to a Personnd Security Assurance Program Position.

Traning. See 10 CFR 1046; DOE O 360.1, TRAINING; DOE O 470.1,
SAFEGUARDS AND SECURITY PROGRAM; and Chapter IV of this Manud for
requirements.

Records. See 10 CFR 1046, the General Records Schedules (GRS), or the DOE
Records Schedules (DOERS).

Reporting Requirement. Supervisorsin the PF command structure and the supervisor
in charge of on-site PF operations must ensure that any suspected crimind violations
are reported in accordance with DOE O 470.1; DOE M 471.2-1B, MANUAL FOR
CLASSIFIED MATTER PROTECTION AND CONTROL; and, where
appropriate, DOE O 232.1A, OCCURRENCE REPORTING AND PROCESSING
OF OPERATIONS INFORMATION.

Implementation  Contractors must be required to devel op procedures, approved by
the cognizant loca DOE authority for S& S, as gpplicable; to implement paragraphs a
and b above, based on internal organization (e.g., personnel, human resources, training,
labor relations) and collective bargaining agreements in effect.
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1 SOs
a
b.

CHAPTER 11

PROTECTIVE FORCE DUTIES

Assgnments. SOs may be used to augment SPOs and/or to perform duties (e.g.,
adminigtrative, access control, facility patrol, escort, assessment and reporting of
aams, etc.) where an armed PF presence is not required.

Knowledge, Skills, and Abilities. Job analyses (JAs) for SO duty assgnments must be
completed and must be approved by the cognizant locd DOE authority for S& S, as
gpplicable; to determine the specific knowledge, skills, and abilities required to perform
the duties of each SO job assgnment. SO JA must be reviewed annudly to ensure dl
knowledge, skills, and abilities are current and applicable for each specific SO job
assgnment. SOs must demondrate familiarity with and knowledge of the
respongbilitiesidentified in job anayses and proficiency in the skills and abilities
necessary to perform required job tasks, including but not limited to the following:

Q) Knowledge of the assgned site and routine patrol duty requirements, and ability
to perform assigned duties (e.g., conducting physical checks of repositories
containing classfied matter; checking buildings and rooms to ensure that dl
classfied matter is secure; and detecting and reporting indications of suspicious
activity).

2 Operation of assgned individua and post equipment and vehicles, asrequired
by duty assignment.

3 Operation of communication equipment reasonably expected to be employed
within the duty assgnment, including proficiency in the use of accepted
communication terminology, acronyms, and phonetics, and the methods for
verifying operator identity of incoming sgnals and sgnaing duress.

4 Knowledge of and ability to apply DOE directives and Site policies, plans,
POS/GOs, and procedures governing the SO’ srolein Ste protection.

) Knowledge of any Federa and State granted authority applicable to assgned
activities and relative responsibilities between the PF and outside law
enforcement agencies.

(6) Knowledge of post or patrol operations, including, as appropriate:
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access control systems, procedures, and operation including visitor and
employee identification, badging, and passes, vistor logging
procedures, and property identification;

prohibited article detection and handling requirements, including the
operation of personnel-, vehicle-, and package-screening devices
employed at duty posts;

ingpection techniques for persons, packages, and vehicles,
implementation of procedures for personne and vehicle escorts;

ability to implement plans, Orders, and procedures to protect the Site
during disruptive events (e.g., fire, industrid disorders, and civil
disturbances);

knowledge and recognition of various types of S& S interests being
protected, including the norma locations, routine uses, and movements
of the interests through and/or at the duty post;

response to darm annunciations and reporting of observations and
asesIments,

incident reporting;

methods of wegponless saf-defense, as gpplicable to the assigned
position;

awareness of the parameters of Wegpons of Mass Destruction
(WMD); and

use of assigned persond protective equipment (PPE).

SPOs. 10 CFR 1047, Limited Arrest Authority and Use of Force by Protective Force
Officers, ddlineates SPO responsihility at DOE facilities other than the SPR to enforce specified
laws regarding Government property and crimina provisons of the Atomic Energy Act. Such
SPOs may, in accordance with 10 CFR 1047, be given additiona local law enforcement
respongbility on asite-gpecific basis. 10 CFR 1049, Limited Arrest Authority and Use of
Force by Protective Force Officers of the SPR, delineates SPO responsbility at the SPR to
enforce Federad crimind law to protect SPR Government property and personnd. SPOs must
be required to possess the individual and team skills necessary to protect S& Sinterests from
theft, sabotage, and other hodtile acts that may cause adverse impacts on nationd security, the
hedlth and safety of employees, the public, or the environment.
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SPO Levels. SPOs are categorized according to athree-level system (SPO-I, -I1, and
-111) for tailoring training requirements to assigned duties. JAs for duty assgnments
must be completed and must be gpproved by the cognizant local DOE authority for
& S, as gpplicable; to determine the specific knowledge, skills, and abilities required to
perform the duties of each SPO job assgnment. SPO JAs must be reviewed annually
to ensure dl knowledge, skills, and &bilities are current and applicable for each specific
SPO job assgnment. Thefollowing is a generd description of the division of duties
among the SPO levdls.

@

@)

SPO-I.

@

(b)

Assgnments Fixed, armed posts with no externa response
requirement (e.g., access control points; CAS/SAS operation, towers,
etc.).

Qudifications: DOE standardized SPO-I training and Ste-specific
training as identified by the ste-specific JA. Physicd fithess sandard of
aone-hdf mile run in four minutes and 40 seconds and a 40 yard
prone-to-running dash in 8.5 seconds. Firearms qualification
standards, as gpplicable, in Chapter 11, 2.d., of thisManud; and in
DOE M 473.2-1.

Assgnments. Armed posts that require response and assessment in
support facility protection Strategies.

Qudifications: DOE standardized SPO-I and -1l training and
ste-gpecific training as identified by the Ste-gpecific JA. Physicd
fitness sandard of a one mile run in eéght minutes and 30 seconds and a
40 yard prone-to-running dash in eight seconds. Firearms qudification
standards, as gpplicable, in Chapter 11, 2.d., of thisManud; and in
DOE M 473.2-1.

NOTE: Six months after the publication of this Manud, al SPO-II new hire
personnel will be required to meet the SPO-11 physicd fitness standard in
paragraph 2.a.(2)(b). Incumbent SPO-11 personnel will be grand fathered
regarding this requirement and will continue to maintain the physicd fitness
standard in paragraph 2.a.(1)(b). After the above six month time period, those
SPO-1 personnel that voluntarily change status to SPO-I1 status must meet the
physical fitness standard in paragraph 2.a.(2)(b).
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SPO-I11.

@ Assgnments Specia Response Team (SRT) activities that include
criss entry; hostage rescue; recapture, recovery, and pursuit
operations, force options; and other team tactical solutionsto adversary
activities.

(b) Qudifications: DOE standardized SPO-1, applicable portions of
standardized SPO-11, SPO-II1 training, and Site-gpecific training as
identified by the Ste-specific JA. Physicd fitness sandard of aone mile
run in eight minutes and 30 seconds and a 40 yard prone-to-running
dash in eight seconds. Firearms quaification standards, as applicable,
in Chapter 11, 2.d., of thisManua; and in DOE M 473.2-1.

NOTE: Asof the date of publication of this Manua, incumbent SPO-111
personnel reassigned to SPO-11 duties will be required to maintain the physica
fitness standards in paragraph 2.a.(1)(b).

SPO | and Il Knowledge, Skills, and Abilities. The requirements for each SPO to

demondrate familiarity and knowledge of the responghilities identified in the gpplicable
job andysis and proficiency in the individud and team knowledge, skills, and abilities
necessary to perform the job tasks include, but are not limited to, those identified for
SOsin paragraph 1 and the following:

@

)

3

(4)

Knowledge and proficiency in the use and care of al wegpons as required by
duty assgnmen.

Knowledge of and the ability to gpply DOE and dte requirements, plans,
Orders, and procedures governing the SPOs srole in Site protection.

Knowledge of and the ahility to apply DOE requirements on the use of deadly
force and limited arrest authority in 10 CFR 1047 or 1049, as appropriate, and
the fresh pursuit guidelinesin Attachment 2.

Knowledge of and proficiency in post and patrol operationsincluding, as
goplicable:

@ Requirements for, and ability to perform as escorts for, senstive
materias such as weapons, classified matter, and SNM.

(b) Response, utilizing individud and smd| unit/team techniques, to
asesament and resolution of darm annunciations and other indications
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of intruson and implementation of containment, denid, recapture,
recovery, and pursuit strategies, where applicable.

Methods of salf-defense, arrest, and detention.

Procedures and requirements for investigations, search of persons and
property for evidence and recognition, seizure, and preservation of
evidence.

Response to civil disturbances (e.g., work stoppages, demonstrations).

Tactics necessary to engage and neutralize armed adversaries and
familiarity with the probable nature of expected adversaries, the arms
and equipment the adversaries are likely to possess, and other likely
characterigtics of importance to the engagement as defined in the DBT
and any locdly originated threat guidance.

Familiarity and recognition of various forms and configurations of
nuclear weapons, nuclear wegpons components, and SNM being
protected, including the normd location and movements of these S& S
interests at and/or through the duty post.

Actions required of first responders to WMD incidents.

C. SPO-1I Knowledge, Skills, and Abilities. The requirements for each SPO-I11 to

demondrate familiarity with and knowledge of the responghilitiesidentified in the
gpplicable job andlysis and proficiency in the skills and abilities necessary to perform
the job tasks include, but are not limited to, those identified for SPOsin paragraph 2b
and thefallowing:

@ ability to act successfully as amember of an aggressive and ready mobile
response team as dictated by Ste-specific vulnerability assessments, using force
options and team techniques necessary for interdiction, interruption,
neutralization operations, and containment, denid, recapture, recovery, and
pursuit strategies directed againgt an adversary;

2 ability to quaify with ste-approved wegpons, techniques, and equipment,
which may be necessary elther to protect the Site or to effectively engage,
neutraize, and/or pursue an adversary; and

3 ability to operate from specid tactica vehicles which may be necessary for the
protection of a particular facility and/or Ste.
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SPECIAL SKILLS.

a General. PF operations may require individuas with additiond specid skills, such as
pilots, communications and dlarm station operators, canine handlers, crisis
negotiators, ingructors, tactical entry (TE) specidists, and PRFOT personnel. The
scope of such duties will be locally determined based on site-specific needs. Personnel
assigned to such duties must be proficient in their performance.

b. Criss Negotiation Team (CNT). Each criss negotiator must have successfully
completed an S& S CTA or other DOE-agpproved criss negotiation training. CNTs
should be integrated into SRT exercises semiannudly. Members of CNTs must be
familiar with PF operations, including SRT tactics and operations, but do not need to be
SPO-trained and certified.

SUPERVISORS. Each PF supervisor must possess the skills necessary to effectively direct
the actions of assgned personnd to protect DOE S& Sinterests. Line supervisors of SPOs
must be trained and qudified as SPOs. Line supervisors must meet gpplicable physicd fitness
qudification standards and certification standards for assigned response duties. Each
supervisor must demondrate familiarity with and knowledge of the respongbilities identified in
the gpplicable JA and proficiency in the skills and abilities necessary to perform those jobs.
These include, but are not limited to, the following:

a knowledge of the duties and qualifications of supervised personnd;

b. familiarity with the basic operating functions of the facilities and the nature and location
of S& Sinterests for which the supervisor has protection responsihilities;

C. ability to ensure that subordinates and their equipment are physicaly capable and ready
for duty and to conduct post ingpections to ensure post operations are being conducted
in accordance with DOE directives and Site requirements and procedures; and

d. knowledge of the duty logs and reports that must be completed, distributed, and acted
upon.

INSTRUCTORS. Each ingructor must possess the skills necessary to effectively instruct PF
personne in the requirements for protecting DOE S& Sinterests. Ingtructors must demonstrate
knowledge of the responghilities identified in the gpplicable job andysis, and proficiency in the
skills and abilities necessary to perform those jobs. As applicable, these include, but are not
limited to the following:

a knowledge of teaching methods and ingtructiond techniques;
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b. knowledge of gpplicable assigned subject/topicd areas for the level of ingruction
delivered;

C. ability to develop course objectives, lesson plans, training aids, and sudent evauations,
ad

d. skill in presenting a complete ingtructiona lesson plan/course.
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CHAPTER 111

SPECIAL RESPONSE TEAM

1. PROGRAM REQUIREMENTS. The mission of a SRT isto resolve incidents that require
force options that exceed the capability of SPO-I and -1 personnd and/or existing physical
security systems. SRTs must be capable of effective and ready response as dictated by site- or
activity-specific vulnerability assessments. SRTs must be trained and equipped to conduct
interdiction, interruption, neutralization operations, and containment, denid, recapture,
recovery, and pursuit strategies directed against an adversary.

a SRTsare required at facilities or Stes that receive, use, trangport, or process Category
| quantities of SNM.

b. Authorization for an SRT capability at Departmental Sites or facilities not meeting
requirements in paragraph 1a, above, must be gpproved by the DOE site manager, with
notification of such gpprova sent to the cognizant LPSO/Administrators, NNSA and
for DOE HQ), the Director, OSA. Such requests must be based on a site vulnerability
assessment demongtrating the need [e.g., aradiological/toxicologica sabotage
(RAD/TOX/SAB) target that could have adverse impact on national security, the hedlth
and safety of employees, the public, or the environment].

C. A DOE SRT must be staffed with currently DOE-certified SPO-I11 personnd.

2. CONCEPT OF OPERATIONS. An SRT must be cgpable of effective, aggressve, and timely
resolution of adversary actions as established in the DBT using force options (including, but not
limited to, open air, mobile, stronghold, and emergency assault using dynamic and covert
techniques) and team techniques for interdiction, interruption, neutraization, containment,
denial, recapture, recovery, and pursuit operations.

a Team Avalability. An SRT capability must be available on a continuous basis. The
SRT may ether be afull-time PF assgned unit, a PF unit condtituted during an S&S
incident, or be provided by alocd, State, and/or Federd law enforcement agency.

b. Hans. SRT operations and tactical response must be integrated into the SSSP.

C. Team Compodtion Sites or activities requiring an SRT must consder the functiona
capatiilities listed below when developing and deploying an SRT. The specific SRT
composition, pogitions, saffing levels, and functiona capabilities must be dependent on
the SSSP, dite or facility misson, vulnerability anadyses, protection strategies, and
performance testing results.
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@ assaullter,

2 precison rifle/forward observer team member,
(3) TE specidig,

4 assault leader, and

) team commander.

SPO-111 SELECTION CRITERIA. SPO-Isand -1ls may volunteer and/or be selected for
SRT duties, however, each individua must also meet sdlection criteriain order to be assgned
asan SRT member. SRT members may be required to meet more or higher qudification
standards than those required of SPO-Isand -11s. Such standards must be in writing and
approved by the cognizant loca DOE authority for S& S, as applicable. Before being assigned
to an SRT, SPO-I11 candidates must meet the following minimum standards:

a be trained and qualified in those SPO-I and -11 job tasks identified in the Site-approved
training program;

b. be formaly evaduated by site PF management as having the potentia to successfully
accomplish SPO-I11 duties and SRT missions,

C. be capable of performing the duties and completing the training requirements as
specified in Chapter 11, paragraph 2c and Chapter |V, paragraph 5;

d. be capable of maintaining the offensve combative standard in 10 CFR 1046;

e successfully complete the DOE SPO-111 Basic Qudlification Course (BQC), as
approved by the OSS; and

f. successfully complete any additiond Ste-specific training and qudification that may be
required for job performance at a specific site or facility, which is beyond the scope of
initid SPO-11I training.

TRAINING. Theformd training program for SPO-111s must be in compliance with Chapter
V.

EQUIPMENT. SRT equipment requirements are delineated in Chapter V1.

PROGRAM CERTIFICATION/RECERTIFICATION. SRT programs must be
certified/recertified annudly by the cognizant local DOE authority for S& S, as gpplicable. An
SRT program is consdered certified/recertified when the Ste has completed validation of the
following:
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a al assgned SRT members have met the requirements of Chapter IV, paragraphs 4
through 6;

b. the cognizant locd DOE authority for S& S, as gpplicable, has determined that the Site
SRT program isin compliance with this Manud; and forwarded documentation of the
satisfactory completion of Ste certification/recertification to the cognizant
LPSO/Adminigtrators, NNSA, or for DOE HQ, the Director, OSS.

7. USE OF LAW ENFORCEMENT AGENCIES. A loca, State, and/or Federd law
enforcement agency may be used to meet the intent of this chapter when that agency
successfully meets both site-specific and DOE training and certification requirements contained
herein (or equivaent law enforcement training and certification); the agency has been integrated
into the SSSP; the agency’ s capabiilities have been validated through performance testing; and
the cognizant local DOE authority for S& S, as gpplicable; or for DOE HQ, the Director, OSS,
has determined that these requirements have been met. Theloca DOE authority for S& S, as
goplicable, must ensure that a vulnerability analyss and an annud integrated PH/law
enforcement agency force-on-force exercise are conducted to determine the augmenting law
enforcement agency’ s response requirements and its continued ability and capability to respond
to threats.
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CHAPTER IV

TRAINING AND QUALIFICATION

1. PURPOSE. The overdl objective of the forma PF training and qudification program isto
develop and maintain, in an effective and efficient manner, the competencies needed by PF
personnd to perform the tasks required to fulfill the PF misson. The formd training program,
as addressed in this chapter, includes dl organized, documented training activities that are the
respongibility of the designated training organization. Thisincludes training activities conducted
by supervisors, which are dso developed and managed through the training organization.

2. TRAINING AND QUALIFICATION.

a

FOSSAs. The cognizant locd DOE authority for S& S, as gpplicable; regponsible for
Federd PF personnd must establish aforma training and qudification program to meet
FO/SA qudification requirements based on assgned functions, DOE and/or Office of
Personnel Management requirements for the position assgnment, and this Manud.
These requirements will ensure that FOS/SAs are competent to perform the tasks within
their assigned responsibilities. The qudification requirements will be supported by a
formd training program that develops and maintains the knowledge, kills, and abilities
required to perform assigned tasks. The qudification and training programs will be
based on criteria established by the S& S CTA as outlined in DOE O 470.1, Chapter
[11; DOE O 360.1A; and thisManual. Field Elements must establish additiond FO/SA
training criteria, as needed by site-specific requirements. DOE personnd responsible
for training FO/SA personnd must prepare and annudly review a JA detalling the
required actions or functions for each specific job assgnment. The JA must be used as
abasic input document for loca training requirements; gpproved by the cognizant loca
DOE authority for S& S, as applicable; and reviewed and updated as applicable, on an
annud basis.

Contractor PF Personnel. Contractors responsible for contractor PF personnel must
establish aformd qudification program to meet PF quaification requirements which
ensure that PF members are competent to perform the tasks within their assigned
respongbilities. The qudification requirements will be supported by aformd training
program that develops and maintains the knowledge, skills, and abilities required to
perform assigned tasks. The quadlification and training programs will be based on
criteria established by the S& S CTA asoutlined in DOE O 470.1, Chapter I11; this
Manud; and 10 CFR 1046. Fed Elements must establish additiona PF training
criteria as needed by site-gpecific requirements. Departmenta contractors responsible
for training PF personnel must prepare and annually review a JA detalling the required
actions or functions for each specific job assgnment. The JA must be used asabasic
input document for locdl training requirements; approved by the cognizant loca DOE
authority for S& S, as applicable; and reviewed, and updated as applicable, on an
annud bass.
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Program Reguirements. The formd training and qudification program must—

@

)

3

(4)

Q)

(6)

be based on avalid and complete set of job tasks, with identified levels of skills
and knowledge needed to perform the tasks;

be amed a achieving awell-defined, minimum level of competency required to
perform each task acceptably;

employ standardized lesson plans with clear performance objectives asabasis
for ingtruction;

include vaid performance-based testing to determine and certify job readiness
(i.e, qudification);

be documented so that individud and overdl training satusis easly accessble
[individud training records must be retained until 1 year after termination of the
employee as a PF member, unless alonger retention period is specified by
other requirements|; and

take into account the learning characteristics and entry-level competencies of
trainees.

Training Reguirements. Prior to initid assgnment to SO duty, each person must

successfully complete the DOE Basic SO training program, as gpproved by the OSS.
Additiona ste-specific training requirements may be included. Site-specific
requirements must be based on a site-specific JA and include SO task areasfound in
Chapter 11, paragraph 1, as appropriate. The site-gpecific JA and training requirements
must be approved by the cognizant locad DOE authority for S& S, as gpplicable. As
gpplicable, the SO training program must include, but not necessarily be limited to, the
following types of ingruction:

@
)

3
(4)

orientation and standards of conduct;

security education and operations, covering classfied and sendtive information
protection requirements, response to and reporting of incidents of security
concern, and the protection of Government property;

sy traning;

legd requirements and respongibilities;
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) weaponless salf-defense;

(6) intermediate force wegpons,

@) communications, including methods and procedures;

8 vehicle operations, including safety and routine and emergency operation;

9 post and patrol operations, including site-pecific plans, Orders, palicies, and
procedures,

(10)  nudear materid control and accountability;

(11) awareness of the parameters of WMD incidents; and

(12) donning and use of assgned PPE.

Refresher Training.

Q) Forma Program. Except as stated in paragraph (3), beow, each SO must
successfully complete forma annud refresher training to maintain the minimum
level of competency required for the successful performance of tasks
associated with SO job respongibilities. The type and intengity of training must
be based on a site-specific JA and approved by the cognizant locd DOE
authority for S& S, as gpplicable.

2 Remedid Training. Falureto achieve aminimum level of competency must
result in the SO’ s placement in aforma remedid training program. The
remedid training program must be tailored to provide the SO with the
necessary training to afford a reasonable opportunity to meet the leve of
competency as determined by the JA. Failure to demonstrate competency at
the completion of the remedia program must result in loss of SO gtatus.

3 Training Exemption Formal annud refresher training may be exempted when

an SO stisfactorily demondtrates a knowledge, skill, or ability. Such
exemption(s) must be documented.

Training Requirements. Prior to initial assgnment to duty, each SPO trainee must
successfully complete the DOE basic SPO training program, as approved by the OSS.
Additiona ste-specific training requirements must be included. Site-specific
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requirements must be based on a site-specific JAs and must include SPO task areas
found in Chapter 11, paragraph 2b, as gppropriate. The ste-specific JA and training
program must be approved by the cognizant loca DOE authority for S& S, as
goplicable. As applicable, the SPO training program must include, but not necessarily
be limited to, those types of ingruction identified for SOsin paragraph 3a of this
chapter and the following types of ingtruction:

@ fireerms training, including safety, marksmanship, and manipulation skillswith dl
weapons reasonably expected to be employed within SPO duty assgnments,

2 orientation and standards of conduct;

3 physcd fitnesstraining;

4 fadility operations familiarity;

) nuclear materia control and accountakility;

(6) sty traning;

@) legd requirements and responsibilities, including use of deadly force; limited
arrest authority (see 10 CFR 1047 and 1049); and fresh pursuit (see

Attachment 2);

8 tacticd training, including individua and appropriate team tactics and use of
assigned tacticd equipment;

9 wegponless salf-defense and intermediate force weapons,
(10)  communications, including methods and procedures;
(11) vehicle operations, including safety, routine, emergency, and pursuit operation;

(12) pogt, patrol, and response operations, including Ste-specific protection
srategies, plans, POs, GOs, policies, and procedures,

(13)  procedures and requirements for investigations, search of persons and property
for evidence and recognition, seizure, and preservation of evidence;

(14) theDBT and potential adversaries characteristics, tactics, and motives, and

(15 ectionsrequired of first respondersto WMD incidents.
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b. Refresher Training.

@

)

3

SPO-Ills.

Forma Program. Except as stated in paragraph (3), below, each SPO must

successfully complete forma annud refresher training to maintain the level of
competency required for the successful performance of tasks associated with
SPO job respongibilities. The type and intengity of training must be determined
by a ste-specific JA and approved by the cognizant loca DOE authority for
& S, as applicable.

Remedid Training. Failure to achieve aminimum level of competency will
result in the SPO’s placement in aremedid training program. The remedid
training program must be tailored to provide the SPO with the necessary
training to afford a reasonable opportunity to meet the level of competency
required by the JA. Failure to demonstrate competency at the completion of
the remedid program must result in loss of SPO datus.

Training Exemption Except for firearms and physica fitness requirements and
training in the areas of protection Strategies, use of force, pursuit driving,
individual and team tactics, and CBW; portions of forma annua refresher
training may be exempted when a SPO sdtisfactorily demongtrates a
knowledge, skill, or ability. Such exemption(s) must be documented.

a Prerequisites. Before attending the DOE SPO-I11 BQC, each SPO must—

@

)

3
(4)

Q)

be trained and qudified in those SPO-I and -1 job tasks identified in the Ste-
goproved training program;

successtully complete any and dl SPO-11 training and qualification that may be
required for site-specific SPO-111 job requirements;

successfully meet the offensive combative standard in 10 CFR 1046;

quaify with aminimum of 80 or 90 percent accuracy, as goplicable, with dl
weapons reasonably expected to be used by a SPO-I11 on duty on the
gpplicable DOE firearms qudification courses in DOE M 473.2-1, and where
applicable, approved ste-specific firearms qudification courses, and

successfully complete a sSite-specific tactica obstacle course.
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Training Reguirements. Prior to initid assgnment to duties as an SRT member, a SPO

must successfully complete the DOE SPO-111 BQC. Additiond Ste-specific training
requirements must be included and be based on a ste-specific job andlysis. The Ste-
gpecific JA and training program must be gpproved by the cognizant local DOE
authority for S& S, as applicable. As applicable, the SPO-III training program must
include, but not necessarily be limited to, those types of ingtruction identified for SPO-Is
and lIsin paragraph 4a of this chapter and the following types of ingtruction:

@

@)

3

(4)

Q)
(6)
()
(8)

firearmstraining in the following areas. live-fire shoating-on-the-move
techniques, one-hand handgun manipulation and mafunction clearing
techniques; semi- and full-autométic fire with gppropriate firearms (where
goplicable); individua and team tacticsin alive-fire shoot house (LFSH); and
qualification with assigned duty wegpons,

Close Quarters Battle (COB) training, including live-fire team operationsin
stronghold and emergency assaults under both day and night conditionsin an
LFSH;

smdl unit tactics, including team and individuad movement techniques under both
day and night conditions;

mobile and open-air assaults, including live-fire team operations under both day
and night conditions;

tactical obstacle course that tests physica fitness and marksmanship skills,
decisond shooting techniques, including shoot/no-shoot scenarios;

training in the use and deployment of diversonary devices, and

training and use of tactical equipment deployed in support of SRT operations

[eg., night vison devices (NVDs), range finders, globa postioning systems,
ladders, video systems, ascending/descending systems, etc.].

Spedidized Training. Team members may volunteer and/or be sdected for the

following specidized SPO-111 duties for which the following minimum requirements
must be met:

@

PRFOT Training. Prior to initid assgnment to duty as a PRFOT member, each

assigned SPO-111 must successfully complete the DOE PRFOT training course,
as gpproved by the OSS. Initidly, and thereafter on a quarterly basis, each
PRFOT member mugt participate in live- and dry-firetraining. Live- and dry-
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firetraining must be integrated into and conducted in conjunction with SRT
training via controlled use of force, tacticad movement training, and night
operations.

TE Spedidid Training. Prior to initid assgnment to TE Specidist duties, each
SPO-I11 assigned must successfully complete the DOE Basic TE course, as
gpproved by the OSS.  Initidly, and thereafter on a quarterly basis, each TE
pecidis mug paticipate in TE training. Thiswill indude, as a minimum,
mechanica entry techniques. When aste or facility vulnerability assessment,
performance test, and/or SSSP. dictate a recapture strategy and/or
interdiction/neutralization operations requirements for which mechanica entry
aone will not meet required response times, the Site or facility must develop an
explosve TE capability. Prior to conducting explosive TE operations, TE
pecidists must successfully complete an explosive TE course gpproved by the
OSss.

Maintenance Training. After assgnment to duties as a member of an SRT, an SPO-1I|

mugt, asaminimum, train semiannudly in al of the following: decisond shooting,
CQB, LFSH operations, tactical obstacle course, night operations, team tactical
movement, and force options (i.e., open air, mobile, emergency, and stronghold
assaults). Requirements for semiannua maintenance training may be satisfied through
combined training of two or more of these aress.

Refresher Training.

@

@)

Forma Program. Except as stated in paragraph (3), below, each SPO-II|
must successfully complete forma annud refresher training to maintain the
minimum level of competency required for the successful performance of tasks
associated with SPO-111 job responsbilities and assigned specid skills. The
type and intendity of training must be based on a site-specific JA and approved
by the cognizant local DOE authority for S& S, as applicable.

Remedid Training. Failure to achieve aminimum level of competency
mugt result in the SPO-111"s placement in aforma remedid training
program. Theremedid training program must be tailored to provide
the SPO-111 with the necessary training to afford areasonable
opportunity to meet the level of competency determined by the JA.
Failure to demonstrate competency at the completion of the remedia
program must result in loss of SPO-111 gatus.
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3 Training Exemption Except for firearms and physicd fitness
requirements, and training in the areas of protection strategies, force
options, pursuit driving, individua and team tactics, specid skills, COB,
and CBW, portions of forma annud refresher training may be
exempted when a SPO-111 satisfactorily demonstrates a knowledge,
kill, or ability. Such exemption(s) must be documented.

f. Ste SPO-III Training Certification In order for asite to be authorized to conduct the
DOE SPO-I11 BQC on-gite, the CTA must determine and certify the site' s capability to
conduct the course while meeting applicable SPO-I11 training requirements. Such
determination will be accomplished through the use of a sandard evauation
sysem/format developed by the CTA. Such certification will be valid for aperiod of
three years. Determination through various means (e.g., results of annua ste SRT
program certification/recertification reviews, annua and/or specid S& S surveys/sdf-
assessments activities, Office of Security Evauations ingpections) that the on-site SPO-
111 BQC does not meet requisite training requirements, must result in the cancellation of
the authority to conduct the course until the site is found to be in compliance with the
requirements.

WEAPONS QUALIFICATIONS. SPOs mug qudify semiannudly with al assgned wegpons
and specid skills wegpons (as designated by job assgnment or SRT position) using the DOE
daylight and reduced lighting qudification and other gpplicable (e.g., Shooting-on-the Move,
LFSH, etc.) coursesin DOE M 473.2-1. Where DOE firearms qudification courses do not
exist or do not cover Site-gpecific deployment of aweapons system (e.g., belt-fed machine gun,
grenade launcher, aerid firing platform, etc.) Ste-specific supplementa quaification courses
must be developed by the cognizant locd DOE authority for S& S, as applicable; and
submitted to the Director, OSS, for review and approval.

SPECIAL SKILLS. Personnd assigned specidized responsibilities outside the scope of
normal SO, SPO, and SRT duties must successfully complete the gppropriate basic, refresher,
and periodic training. Thistraining must be designed to enable the individua to achieve and
maintain the minimum levd of skill and knowledge needed to competently perform the tasks
associated with the specidized job respongbilities, aswell as maintain mandated certification, if
gpplicable. Such personnd include, but are not limited to, flight crews, indtructors, armorers,
CAS operators, crigs negotiators, investigators, canine handlers, and law enforcement
specidigts. The scope of such duties and the type and intensity of such specidized training must
be based on ste-specific JA and needs and approved by the cognizant loca DOE authority for
8 S, as gpplicable. Where certification requirements for specid skills positions have not been
established by the S& S CTA, site-specific certification procedures must be approved by the
cognizant loca DOE authority for S& S, as gpplicable.
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8.

SUPERVISORS. PF personnel who are assigned supervisory responsibilities must

successfully complete the appropriate basic and annual training necessary to achieve and
maintain the minimum level of skill and knowledge to competently perform their supervisory
responsibilities. The required tasks and minimum levels of competency must be based on a
site-specific JA and the specialized task areas listed in Chapter II, paragraph 4.

INSTRUCTORS. All PF personnel assigned instructor duties must be currently certified

to the level of training delivered.

a.  Certification Requirements. At a minimum, the following PF instructor certification

requirements must be met:

(1)

2)

€)

(4)

Each instructor assigned to deliver PF training must successfully complete the
DOE Basic Instructor Training Course, as approved by the OSS, or an
equivalent OSS-recognized basic instructor course.

Each instructor assigned to deliver PF firearms training must successfully
complete the DOE Firearms Instructor Certification (FIC) Course, as approved
by the OSS, for the level of firearms training delivered.

Each instructor assigned to deliver the SPO-III BQC must successfully
complete the DOE SPO-III Instructor Certification Course, as approved by the
OSS, and any other OSS-approved courses for the level of instruction
delivered (e.g., PRFOT Instructor and LFSH Instructor Certif